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IBM Recruitment 2023 -

Job Location
India
Remote work from: Brazil
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Base Salary
USD 22,000 - USD 28,000

Qualifications
Graduate

Employment Type
Full-time
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Description

IBM Recruitment 2023

_ _ Free Job Alert
Information Security Analyst Posts

Hiring organization
IBM

Date posted
May 31, 2023

Valid through
31.12.2023

APPLY NOW

IBM is a global leader in information technology, providing innovative solutions and
services to clients worldwide. We are currently seeking a skilled and dedicated
Information Security Analyst to join our dynamic team. As an Information Security
Analyst, you will play a critical role in protecting our organization’s valuable assets
and ensuring the confidentiality, integrity, and availability of our information

systems.
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IBM Jobs Near Me

Responsibilities:

1. Threat Monitoring and Incident Response: Monitor and analyze security
events and incidents to identify potential threats and vulnerabilities.
Investigate security breaches and incidents, assess the impact, and
coordinate timely and effective response and remediation. Implement

incident response procedures to minimize the impact of security incidents.

2. Risk Assessment and Vulnerability Management: Conduct regular risk
assessments and vulnerability scans to identify and assess potential
security risks and vulnerabilities. Develop and implement strategies to

mitigate identified risks and vulnerabilities. Collaborate with cross-functional

teams to ensure timely patching and remediation of vulnerabilities.
3. Security Controls and Compliance: Develop, implement, and maintain
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information security controls and policies based on industry best practices
and regulatory requirements. Conduct security audits and assessments to
evaluate the effectiveness of security controls and compliance with internal
and external standards. Provide recommendations and guidance on security
enhancements.
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IBM Careers

Requirements:

Import&ainks

1. Cybersecurity Knowledge: Strong understanding of cybersecurity principles,

concepts, and technologies. Familiarity with security frameworks such as
NIST, ISO 27001, or CIS Controls. Knowledge of common security threats,
attack vectors, and mitigation strategies.

. Security Tools and Technologies: Experience with security tools and

technologies such as SIEM (Security Information and Event Management)
systems, vulnerability scanners, IDS/IPS (Intrusion Detection/Prevention
Systems), and antivirus solutions. Proficiency in using security analysis tools
and techniques.

. Communication and Collaboration: Excellent communication skills, both

written and verbal, to effectively communicate security-related concepts and
recommendations to technical and non-technical stakeholders. Strong
teamwork and collaboration skills to work effectively with cross-functional
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