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Wli__pro Careers 2023 - 2+ Years Exp
- Free Job Alert - Cyber Security Analyst Post

Job Location
India
Remote work from: India
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Base Salary
USD 22,000 - USD 26,000

Qualifications
Graduate

Employment Type
Full-time

Experience
2+ Years Experience Required
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Description

Wipro Recruitment 2023

- Job Vacancy Hiring organization

Wipro

Date posted
May 20, 2023

Valid through
31.12.2023

APPLY NOW

We are seeking a talented and dedicated individual to join our team as a Cyber
Security Analyst at Wipro. As a Cyber Security Analyst, you will play a crucial role in
safeguarding our organization’s information systems and networks from cyber
threats. Your expertise in identifying vulnerabilities, analyzing security incidents,
and implementing protective measures will be essential in maintaining the integrity

and confidentiality of our data.
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Responsibilities:

1. Threat Monitoring and Incident Response: Monitor network traffic and
security events to identify potential security breaches or suspicious

activities. Investigate and respond to security incidents, including malware

infections, unauthorized access attempts, and data breaches. Implement

incident response plans and take necessary measures to mitigate risks and

minimize the impact of security incidents.

2. Vulnerability Assessment and Penetration Testing: Conduct regular

vulnerability assessments and penetration tests to identify weaknesses and
vulnerabilities in our systems and networks. Analyze the results and provide
recommendations for remediation. Collaborate with IT teams to implement

security patches, updates, and configurations to address identified

vulnerabilities.
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3. Security Policy and Compliance: Develop and enforce security policies,

standards, and procedures in line with industry best practices and
regulatory requirements. Ensure compliance with relevant security
frameworks and regulations. Conduct security awareness training programs
to educate employees about security threats and best practices.
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Requirements:

1. Technical Expertise: Strong knowledge of networking protocols, operating
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systems, and security technologies. Familiarity with tools and techniques
used in threat monitoring, vulnerability assessment, and penetration testing.
Understanding of encryption algorithms, access controls, and security
frameworks. Proficiency in using security tools such as SIEM, IDS/IPS,
firewalls, and antivirus software.

. Analytical and Problem-Solving Skills: Ability to analyze complex security

incidents, detect patterns, and identify potential threats. Strong problem-
solving skills to investigate and respond to security incidents effectively.
Attention to detail to identify vulnerabilities and assess risks. Ability to think
critically and make sound decisions under pressure.

Communication and Collaboration: Excellent communication skills, both
verbal and written, to effectively communicate security risks, incidents, and
recommendations to technical and non-technical stakeholders. Ability to
collaborate with cross-functional teams and build strong relationships.
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